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Copyrights

This document, Cambium products, and 3" Party software products described in this document may include or
describe copyrighted Cambium and other 3rd Party supplied computer programs stored in semiconductor
memories or other media. Laws in the United States and other countries preserve for Cambium, its licensors, and
other 3 Party supplied software certain exclusive rights for copyrighted material, including the exclusive right to
copy, reproduce in any form, distribute and make derivative works of the copyrighted material. Accordingly, any
copyrighted material of Cambium, its licensors, or the 3rd Party software supplied material contained in the
Cambium products described in this document may not be copied, reproduced, reverse engineered, distributed,
merged or modified in any manner without the express written permission of Cambium. Furthermore, the purchase
of Cambium products shall not be deemed to grant either directly or by implication, estoppel, or otherwise, any
license under the copyrights, patents or patent applications of Cambium or other 3rd Party supplied software,
except for the normal non-exclusive, royalty free license to use that arises by operation of law in the sale of a
product.

Restrictions

Software and documentation are copyrighted materials. Making unauthorized copies is prohibited by law. No part
of the software or documentation may be reproduced, transmitted, transcribed, stored in a retrieval system, or
translated into any language or computer language, in any form or by any means, without prior written permission
of Cambium.

License Agreements

The software described in this document is the property of Cambium and its licensors. It is furnished by express
license agreement only and may be used only in accordance with the terms of such an agreement.

Accuracy

While reasonable efforts have been made to assure the accuracy of this document, Cambium Networks assumes
no liability resulting from any inaccuracies or omissions in this document, or from use of the information obtained
herein. Cambium reserves the right to make changes to any products described herein to improve reliability,
function, or design, and reserves the right to revise this document and to make changes from time to time in
content hereof with no obligation to notify any person of revisions or changes. Cambium does not assume any
liability arising out of the application or use of any product, software, or circuit described herein; neither does it
convey license under its patent rights or the rights of others. It is possible that this publication may contain
references to, or information about Cambium products (machines and programs), programming, or services that
are not announced in your country. Such references or information must not be construed to mean that Cambium
intends to announce such Cambium products, programming, or services in your country.

High Risk Materials

Cambium and its supplier(s) specifically disclaim any express or implied warranty of fitness for any high-risk
activities or uses of its products including, but not limited to, the operation of nuclear facilities, aircraft navigation or
aircraft communication systems, air traffic control, life support, or weapons systems (“High Risk Use”).

This product is not restricted in the EU. Any High Risk is unauthorized, is made at your own risk and you shall be
responsible for any and all losses, damage or claims arising out of any High-Risk Use.

© 2025 Cambium Networks Limited. All Rights Reserved
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Introduction

cnMaestro is Cambium Networks next-generation network management platform. It is available in two versions:
cnMaestro Essentials and cnMaestro X.

¢ cnMaestro Essentials is free and provides basic network management support for Cambium Networks
devices.

e cnMaestro X is a paid service that includes advanced features such as long-term statistics.

¢ Both versions are available in cloud and on-premises deployments.
This section covers the following topics:

e Supported Devices and Features

e Quick Start

e Creating a Cloud Account

* cnMaestro X

* Ul Navigation

¢ Device Onboarding

Supported Devices and Features

Devices and minimum software versions

The following table lists the device model and the minimum software version supported by cnMaestro (not the
recommended software version).

Table 1 Supported devices and minimum software versions

Device Minimum Software Version
60 GHz cnWave V1000 1.1

60 GHz cnWave V2000 1.2.2

60 GHz cnWave V3000 11

60 GHz cnWave V5000 1.1
cnMatrix 2.1-r5
cnPilot e400/e500 3.11.4.1-r3
cnPilot e425H/e505 4.1-r3
cnPilot e430W/e410/e600 3.11.4.1-r3
cnPilot e501S 3.1.4.1-r3
cnPilot e502S 3.11.4.1-r3
cnPilot e510 3.1.4.1-r3
cnPilot €700 3.11.4.1-r3
cnPilot r190V/r190W 4.6-R16
cnPilot r195P 4.7-R6
cnPilot r195W 4.6-R16
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Table 1 Supported devices and minimum software versions

Device

Minimum Software Version

cnPilot r200/r200P/r201/r201P

4.6-R16

cnRanger Sierra 800

11-r3

cnRanger Tyndall 101

11-r3

cnRanger Tyndall 201 2.0-r1
cnReach N500 5.2.19h
cnVision Client 4.6
cnVision Hub 4.6
cnWave 5G Fixed B1000 2.0
cnWave 5G Fixed C100 20
ePMP 1000 45.0
ePMP 2000 45.0
ePMP 3000 45.0
ePMP 3000L 45.0
ePMP 4600 5.4.0
ePMP 4600L 5.4.0
ePMP Elevate 3.2
ePMP Elevate SXGLIT5/LHGS5 | 4.5.0
ePMP Elevate XM/XW 45.0
ePMP Force 130 2.4 GHz 45.0
ePMP Force 130 5 GHz 45.0
ePMP Force 180/200 45.0
ePMP Force 190 45.0
ePMP Force 200L 47.0
ePMP Force 300 45.0
ePMP Force 300-13 45.0
ePMP Force 300-13L 45.0
ePMP Force 300-13LC 45.0
ePMP Force 300-19 45.0
ePMP Force 300-19R 45.0
ePMP Force 300-22L 4.6
ePMP Force 300-25L 4.6
ePMP Force 300 CSM 43.2
ePMP Force 400 5.1.0.18
ePMP Force 425 5.1.0.18
ePMP Force 4500 54.0
ePMP Force 4525 5.4.0
ePMP Force 4600C 54.0
ePMP Force 4625 5.4.0
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Table 1 Supported devices and minimum software versions

Device Minimum Software Version
ePMP MP 3000 45.0
ePMP PTP 550 45.0
ePMP PTP 550E 45.0
NSE 3000 1.0
PMP 450i 221.2
PMP 450 MicroPoP Omni 22.1.2
PMP 450 MicroPoP Sector 2212
PMP 450b Retro 2212
PMP 450v 23.0
PON (OLT and ONU) 1.1.0
PTP 650 01-50
PTP 670 (650 Emulation) 01-50, 03-12
PTP 670, PTP 700 03-1
PTP 820, PTP 850 1.9
XV3-8 6.6.0.3
XV2-2 6.6.0.3
XV2-2T0 6.6.0.3
XV2-2T1 6.6.0.3
XV2-22H 6.6.0.3
XV2-21X 6.6.0.3
XV2-23T 6.6.0.3
XE3-4 6.6.0.3
XE3-4TN 6.6.0.3
XE5-8 6.6.0.3
X7-35X 7.0
RV22 Home Mesh Router 1.0.0

Table 2 Supported Xirrus device models

Device Model

Minimum Software Version

Wave 2 APs:

¢ XA4-240
¢ XD2-230
¢ XD2-240
e XD4-240
¢ XH2-240

8.7.0

Wave 1 APs:
¢ XD4-130
e XH2-120
¢ XR-630

8.7.0
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Table 2 Supported Xirrus device models

Device Model Minimum Software Version
¢ XR-620
Wave 1/2 Modular 4-radio:| 8.7.0

e XR-2436/Wave 2
* XR-2426
* XR-4436
* XR-4426
e XR-2226
e XR-2236
¢ XR-2247
o XR-2447

o XR-4447
Wave 1 Modular 8-radio: 8.7.0

¢ XR-4836/Wave 2
¢ XR-4826

Supported browsers

The following table lists browsers supported by cnMaestro on different operating systems:

Table 3 Supported browsers

Operating System| Browser Version

Linux Chrome 49 and above
Firefox 45 and above

macOS Safari 9 and above

MS Windows Chrome 49 and above
Firefox 45 and above
Microsoft Edge 44.17763.1.0 and above

Network connectivity

Cambium devices use over port 443 to access cnMaestro in the cloud. The
devices initiate the connection, and they can be located in a private subnet behind a NAT firewall.

cnMaestro features

The following table lists the features shared between the on-premises and cloud deployments.

/'0\ Note

m Features marked with an X mark indicate that they require a cnMaestro X subscription.
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Table 4 Features supported by cnMaestro

Radio Service
Subscription (CBRS)

Support CBRS-compliant devices in the 3.6 GHz band (from 3550
MHz to 3700 MHz).

Feature Description Cloud | On-
Premises
Account Recovery Ability to resolve password and account recovery issues locally. v
Advanced Display tower-to-edge status in a single graphic, which is used to: v v
Troubleshooting * View Wi-Fi client details and health.
e Troubleshoot client connectivity directly on the AP.
Access Control Configure policies that define who can connect to the network, v v
Policies and when they are allowed to connect and access a specific
device.
Automated Frequency | Manage and allocate radio frequencies efficiently for a specific v
Coordination (AFC) X region or country.
Assurance X View the health of Wi-Fi client connections, including root cause o
analysis of failures and possible remediations.
AP Group Support configuration of Enterprise Wi-Fi and cnPilot Home v v
Configuration devices.
AP Group Dashboard | Display aggregate Wi-Fi AP statistics for the configured AP v v
Group.
API Client X Create API clients and access tokens to programmatically v v
manage deployments using customer's own client applications.
Applications X View details of applications accessed by users in a particular site. v v
Auto-Provisioning X New devices, such as cnPilot Home (R-Series), cnVision, v v
Enterprise Wi-Fi, Enterprise Wi-Fi (Xirrus-Series), ePMP, and PMP,
can automatically be approved and onboarded using the subnet.
Assists X Assists scans the configurations and generates assists scores. v v
Association ACL Configure a MAC association list that is used to allow or deny v v
client associations with the APs.
Audit Logs X Record administrator activities. v v
60 GHz cnWave Auto | Support automated IPv6 routes for Distribution Node (DN) and v v
Manage Routes Client Node (CN) based on topology and status of Point of
Presence (PoP) Node.
Automatic Device Automatically update device software during onboarding or v v
Software Updates reconnection.
Backup and Restore Backup or restore configuration and monitoring data from v
cnMaestro.
Bulk Acknowledge Acknowledge multiple alarms and clear them in a single action. v v
Alarms
Bulk Image Upgrade Schedule software image upgrades across sectors and device v v
groups.
Certificate SSL certificate management is available for the Ul and Guest v
Management Access Portal.
Citizen Broadband v v
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Table 4 Features supported by cnMaestro

Device Image

In the Cloud, device images are automatically available.

Feature Description Cloud | On-
Premises
Client -Application Allows methods to control or block applications, or terminate v v
Visibility X based on consumption of applications.
Client - Renaming the | Rename wireless and wired client host-names to more v v
host-name appropriate names for easy reference.
Cloud Connectivity Automatically download device software from the cloud. v v
Cloud Synchronization | Allows connection to the Cloud Anchor account and also push v
announcements form Cloud Anchor account to On-Premises
instances.
Configuration Backup | Backup configuration from fixed wireless devices (cnVision, PMP v
and ePMP) and cnReach devices that are currently online.
Current Best Route(s) | View the best route from a CN or DN to PoP. v v
X
The Current Best Route(s) X map view displays statistics of the
following parameters for uplink and downlink of wireless link of a
node:
¢ Golay
* SNR
¢ MCS
e RSSI
¢ Throughput (Mbps)
e Airtime (%)
¢ Link Fade Margin (LFM)
Applicable only to 60 GHz cnWave devices.
Custom Applications X | Configure applications with a specific IP address or a domain v v
name, and apply filter rules.
Deployment— The Cloud version is fully hosted and maintained by Cambium v
cnMaestro Networks at
The cnMaestro On-Premises version is released as an OVA
(Open Virtualization Archive) file that needs to be installed on
either VMware or VirtualBox.
Device Auto Refresh X | Device Auto Refresh allows to refresh data automatically in the v
E2E Network.
Device Connectivity In the Cloud version, all devices can be accessed through v v
In the cnMaestro On-Premises version, all devices contact the
local cnMaestro server. The devices must be configured to
access the server before they can be managed. Alternatively,
DHCP options can be configured to provide the cnMaestro URL
when the device boots up.
v v
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Table 4 Features supported by cnMaestro

Feature Description Cloud | On-
Premises
Management In the cnMaestro On-Premises device, new images need to be
downloaded from Support Center and added to the cnMaestro
server.

Device image can be downloaded from the anchor.

Device Inventory Aggregate inventory data for a group of devices at the System, v v
Network, Tower, Sector, or Site level in CSV format.

@ Note

w The Export page as PDF option is deprecated from
cnMaestro release 5.2.0 onwards. This option will
be completely removed from the Ul from release
5.3.0.

Export page as C5V

Export page as PDF i

Export all as C5V

EasyPass Create captive portal to allow clients to access the network v v
through the following portal types:

* One Click

e Paid X

» Self Registration X
e Sponsored Guest X
* Voucher

* WiFi4EU—Available only in the European Union

EasyPass—Microsoft Create captive portal to allow clients to access the network v
Azure, Google Login through the following portals:

* Microsoft Azure X and Google Login X portals.

Edge Controller Configure Edge Controllers to discover PTP 820/850 devices in a v v
network using SNMP protocol.

Email Notifications Send email when the alarm status changes. v v
Enterprise View Display a simplified Ul tailored for Enterprise Wi-Fi. v v
Hierarchical Visualize devices from tower to edge through customized v v
Dashboards dashboards for each device type.

Installation Summary X | Displays the installation summary of the following devices v v

installed using the Cambium Networks Installer application:

* PMP SMs
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Table 4 Features supported by cnMaestro

Simplifies management and deployment of Wi-Fi services for
property managers, residents, field installers, and service
providers with the help of the following applications for the Multi-
Dwelling Unit (MDU) market::

e Managed Wi-Fi

Feature Description Cloud | On-
Premises
e ePMP SMs
e cnMatrix
e Enterprise Wi-Fi APs
Interference Scan X Applicable only to 60 GHz cnWave devices. v v
End-to-end, Controller-coordinated scan that aims at performing
real-time measurements of interference affecting a specific
interfered link (referred to as the victim link). The Controller filters
the network topology to identify potential interfering links (known
as aggressor links).
IPv6 Support Provide IPv6 support for cnPilot Enterprise, cnPilot Home (R- v v
Series), and ePMP devices.
High Availability (HA) Support the High Availability of Layer 2 through an Active- v v
Standby (1+1) architecture.
Home Mesh Routers Onboard and manage Home Mesh Routers (RV22